baHKk Poccun

KAK SALIMTUTDBCH

OT OHNAUH-MOLWEHHUKOB

YT06bI fOoOpaTbCA A0 BalLMX 6aHKOBCKUX CHETOB,
MOLUEHHMKAM HY>XHbl Balun NepcoHabHble AaHHble
N PEKBU3UTbI KapT

Kakune cxeMbl UCMonb3yloT apepucTbl?

OBELWWAIOT 30J10TbIE N'OPbI

OI'IpOCbI 3d BO3HaArpaxgeHme, ColuuasibHble BbifNaaTbl U1A CBerI'Ipl/Iﬁblﬂbele
MHBECTULUNOHHbBbIE NMPOEKTDbI. rapaHTVIFI 6I:>ICTpOFO oboraweHumna — NPMN3HAK obmaHa

SAMAHUBAIKOT HA PACTIPOAOAXHU

OFpOMHbIe CKMAKN M HU3Kne UeHbl MOI'yT OKa3dTbCH MOLUEHHUYECKON y}'IOBKOI7I

CMNEKYJIUPYIOT HA TPOMKUX COBbITUAX

Hanpumep, o6baBNAI0T COOp AeHer Ha pa3paboTky BakUKMH, 06eLLaloT BEPHYTb
OEHbIM 38 OTMEHEHHbIE pelrchbl UK NpegnaratoT NoYyYnUTb FOCYyOapCTBEHHbIE
gotaumm

MACKUPYIOTCH

PasbIirpbiBaloT PO/b NPOAAaBLOB M MOKyNaTtenen Ha NoNynapHbiX cantax o0baBneHnin

Kak o6e3onacutb CBOU AeHbIrM

B UHTEpHeTe?

1 YCTaHOBUTE aHTUBUPYC N PEFYNAPHO OOHOBNAANUTE €ro

2
G
4
S

3aBegute oTAe/NbHYIO Ae0eTOBYIO KapTy 414 NaTeEXeEN
B MHTEPHETE U K/1aAUTE Ha HEE HYXHYIO CYyMMY nepeg onnaTon

Bcerga npoBepsanTte agpeca 3/1IEKTPOHHOM MOYTbl U CANTOB —
OHU MOTYT OTINYATBLCSH OT OPULMaNbHbIX NULLb NAPON CUMBOJIOB

He nepexognte No CCbisIkaM OT HE3HAKOMLEB —
cpasy yganante COMHUTENbHbIE COOOLLEHUS

Hukomy He coobLiante CBOU NepPCOHasbHble gaHHbIE

MogpobHee © npaBunax
KnbeprurmeHol ﬁ ®uHaHcoBas
untanTe Ha fincult.info Ky/ibTypa



@ 3ABJ/IOKUPOBATb 9 HAMUCATb

© OBPATUTDLCH

KAPTY 3AABJIEHUE O HECOIMMACUU . B nonuuuio

C OMNMEPAUMEN

* N0 HOMepy TenegoHa 6aHka  3asBfieHMe AOMXKHO . Yem Gornblue niopei
Ha 6aHKOBCKOM KapTe . ObITb HAaNUCaHO: . nogapyT 3asiBNeHUS,
wnn Ha opuumanbHOM canTe ~ « B TeYeHMe CYTOK nocne TEM BbllLe BEPOATHOCTD,
 yepes MOGUIbHOE NPUMOXEHNE |  coobLLEeHUs O CMUCAHUK . YTO NPEecTyrnHUKOB
e Yyepes NMYHbI KabnHer HEHER s
Ha ouumnanbHOM caitte 6aHKa |« Ha MecTe B OTAENEHUM
. 6aHKa

« B oTAeNneHun 6aHkKa

KAK OBE3OINACUTb AEHbI' HA CHETAX?

HUKOMY HE COOBLLUAUTE:

« CPOK AEWCTBUSA KapThbl U TPEX3HAYHbIA KopA
Ha ee o6opoTHoM ctopoHe (CVV/CVC)

e MAPO/N U KOOI U3 YBEOAOMNEHU

e TIOrMH N NApPo/ib OT OHNanH-6aHKa

HE NYB/IUKYUTE
nepcoHanbHble AaHHble B OTKPbLITOM AOCTyne

YCTAHOBUTE
aHTUBUPYCbl HA BCE YCTPOWUCTBA

NMoapo6Hee o npaBuiax 6e3onacHoOCTH
yuTauTe Ha fincult.info

KOOOBOE CJ10BO

Ha3bIBalTe TO/IBKO COTPYAHUKY OaHKa,
KOrga caMm 3BOHUTE Ha ropsyyto
JINHUIO

<P baHK He KoMneHcupyeTt
noTepu, €cnm Bbl HapyLIUn

npaBuna 6esonacHoro
UCMNO/Ib30BAHUSA KapThbl

duHaHcoBan
KyJ/ibTypa




OCTOPOXXHO:
TENE®POHHbIE MOLLEHHUKMUA!

S NPUSHAKOB OBMAHA

HA BAC
BbIXOOAT CAMU

AdepucTtbl MOryT
npeacTaBnTbCs CITY>)K6oU
6e3onacHocTn 6aHKa,
HaIOroBoOwu,

NpoKypaTypou

JTiobomn HeoXXnaaHHbIA
3BOHOK, CMC v nucbmMo —
NoBOA, HACTOPOXUTbCS

. 3BOHSIT
n3 baHka, nonMummn

WNn1 Opyrowv opraHmM3aumm?

PALYIOT BHE3AMNHOW
BbIFOAOW U/TU MYTAIOT ~ YBEOMTECH,
CunbHble 3aMOLMH | ~ YTO 3TO HEe MOLIEeHHWMKMK!
NpUTYNASIOT ' |

6auTenbHOCTDb

Q BAXKHO!

CoTpyaHMKM 6aHKOB U NOSTULIUK .
HUAKOI' A He cnpawmBaloT .
PEKBU3UTDbI KapTbl, Naponu

n3 CMC, nepcoHarsbHble AaHHble
U He NPOCHAT coBepLuaTh
nepeBobl C Balleu KapTbl

- Kak 3alwuTuTb cBOM pUHaHCHI,
[=] ' yuTaifTe Ha fincult.info

e HA BAC OABAT

AdepucTtbl Bcerga
TOPONAT, YTOGDI

Yy Bac He 6bi510
BpeMeHu Bce obaymaTb

o FOBOPSIT O IEHBIAX

NpepgnaraloT cnacTtu
cbepexeHus, NoNyvnTb
KOMIEeHCcauMIo NN BIIOXUTbCS
B MHBECTULIMOHHbBIA NMPOEKT

9 MPOCSIT COOBLUMUTD
OAHHBIE

3n10yMbILWIEHHUKOB
UHTEpPECYIOT PEKBU3UTDI
KapTbl, NApOsiv U Koabl

U3 6aHKOBCKUX yBEAOM/1IEHUA

HUKOIAA HUKOMY
HE COOBLLAMUTE:

kogbl us CMC

Tpex3Ha4HbIX KO Ha 060pOoTHOMU
cTopoHe kapTtbl (CVV/CVC)

PIN-kon

naponn/noruHbl K 6aHKOBCKOMY
NMPUIOXXEHUIO N OHJTaNH-6aHKY

KOOgoBoe CNoBoO
nepcoHasibHble AaHHbie

duHaHcoBas
Ky/bTypa



KAK SALIMTUTDBCH
OT ®PULLNHTA

DULIMHI — BUA, MOLWWEeHHUYeCTBa, Koraa y uenoBseka KpaayTt
rnepcoHa’sibHble AaHHble WU AeHbrM C MOMOLLbIO CAaUTOB-NOAAENOK.
YacTo MOLWEeHHUKU AeNnaloT CanTbl, KOTOpPble KakK ABe KarnJiu Boabl
NMOXOXKU Ha CaiTbl peasibHbIX OpraHM3aLuii

KAK MOXHO OKA3ATbCH
HA ®PULLNHIOBOM CAUTE?

Mo ccbilkaM U3 MHTepHeTa UK 3NeKTpPoHHOoM nouyTtbl, CMC,
COOBLIEHN B COLICETAX UM MecceHmKepax, pekiambl,
o6baABNEeHUA O NnoTepesx, pacnpoaa)ax, KoMneHcaumsax

OT rocygapcTBa

XaKepbl 4acCToO B3J/1aMbIiBalOT YyXXKHNe aKKayHTblI,
1 q)MI.IJMHrOBaSI CCblJ/1IKa MOXeT anﬁTM AaXe OT 3HaKOMbIX

KAK PACMNMO3HATD
OULLUMHIOBbI CANT?

Appec oT/IM4aeTca OT HaCTOSLLErO NULLb MAapo CUMBOJIOB
B agpecHoM cTpoke HeT https 1 3Hauka 3aKpbITOro 3aMKa
Au3aitH ckonmMpoBaH HEKAYEeCTBEHHO, B TEKCTaxX eCTb OLMBKMU

Y caiiTa MaJsio CTpaHWL, UK gaXke ogHa — OJ19 BBoAa JaHHbIX
KapTbl

KAK YBEPEYbBCH OT ®PULLINHTA?

YcTaHOBUTE aHTMBUPYC U PErynsspHO O6HOBNAWUTE ero
CoxpaHsiinTe B 3aK/1lagKax agpeca HY>XHbIX CanTOB
He nepexoauTe No Nnogo3puTesibHbIM CChIJIKaM

MUcnonb3ynTe OTOE/IbHYIO KapTy OJ18 NOKYMNOK B MHTEPHETE,
KNaguTe Ha Hee HY)XHYIO CyMMY NpsIMO rnepen onnatomn

®duHaHcoBas
NMoapo6Hee o npaBunax KynbTypa
KubeprurueHbl YMTauTe Ha




o2 MAHWUCTEPCTBO
.~ 3APABOOXPAHEHMUA
POCCUNCKOWN oEQEPALINIA

baHK Poccunm

KAK 3ALLTUTD
CBOWVI FADKETbI OT BVIPYCOB

BUPYCbI: ———

e OTKPbIBAKOT YAANTEHHbIW AOCTYMN K BALLEMY YCTPOWCTBY

o KPAAYT NOTVHbI M NAPOIV OT OHNANH- 1 MOBUBHOTO
BAHKA

e MEPEXBATbIBAKOT CEKPETHbIE KOZAbI M3 COOBLLEHNIA

SANONYYUB 3T AAHHDIE, KMBEPNPECTYNHWKW
MOIYT NOXNTUTDb BCE AEHBI' C BALLX CHETOB

_ _ 3aBuWCaeT, nepesarpyXaeTca Uan oTKAKYaeTCs
I(AK n o Hﬂ Tb, CaMo 3aBepLuaeT paboTy NPUIOXKEH NI
[Toka3blBaeT BCMN/bIBaOLLME OKHA

| P _ >
4To YCTPO'“CTBO 3apa)I(EHO. TepHET 06bemM NamMmsaTy

Mo3BoHUTE B 6aHK 1 nNonpocuTe 3abnokmMpoBaTb A40CTYN K

LITO AE"ATb OH/MIalH- 1 MOBUNIEHOMY BaHKy 1 BCe KapThl, KOTOpbIe
y

MCNOAb30Banl Ha YyCTpO NCTBe
- O6paTuTechb B CEPBUCHbIU LEHT , UTODObI BbINeYnTb rafxeT
ec/Zim Ha ycTpoumcTBe BUpyc? P P Stk i
nepeahlnynure KdpPpThbl, CMEHWUTE NOITMH N NAPONb OT
OHNanH-baHKa 1 3aHOBO yCTaHOBUTE baHKOBCKOE npunoxxeHune

Ncnonb3yiiTe aHTUBUPYC N PEryNspHO ero obHoBASNTE

KAK 3Am m T M T b He nepexoguTe no ccbiJIKaM OT HE3HAKOMLLEB, He
* y

yCTaHaBAMBaNTe NporpamMmbl Mo UX Npocbbe 1 He NCMOob3ynTe
YCTPOUCTBO OT BUPYCOB? SR pHEHICH -
CkaumBalTe NMPNNOXKEHNE TOJIBKO N3 NPOBEPEHHbLIX
NMCTOYHHWNKOB

O6HOBNANTE ONepaLOHHYH CUCTEMY YCTPOWCTBA

N36eranTe obLiegocTynHbix Wi-Fi-ceTel

BEPEI-MTE CEBH He 3abyabTe BOBpeMsi NPOMTU BaKLMHaALMIO

n peBakuyMHauuio. BoibepuTte )XN3Hb!

PmHaHcoOBanA
KynbTypa

Moapo6Hee o0 3aL4MTe rag)keTos

i : : cTonKopoHaBupyc.pdp
yutanTte Ha fincult.info




